	PART I

	REQUEST FORM: ADDITIONAL ORI/TID ASSIGNMENTS
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	1.
	COMPLETE ALL FIELDS AS LISTED. TYPE OR PRINT LEGIBLY.

	2.
	RETURN FORM BY E-MAIL:  BISL@NCSBI.GOV

	3.
	DATE:
	
	

	4.
	REQUESTING AGENCY:
	

	5.
	COUNTY:
	
	

	6.
	AGENCY ORI:
	
	

	7.
	AGENCY HEAD:
	
	INCLUDE TITLE

	8.
	CONTACT PERSON: 
	
	NAME

	
	
	
	
	TELEPHONE AND FAX

	
	
	
	E-MAIL

	9.
	EXISTING DCIN/NCIC ACCESS:
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO
	IF NO, Also COMPLETE PART IV 

	                                                                                                              Double Click Box to Mark, Then Change Default Value to Checked for either Yes or No

	10.
	As agency head, I acknowledge this request is for official agency use. I understand use of these devices is covered under my current agency user agreement with the SBI.         I understand all applicable regulations and consent to,     and agree to abide by and be subject to, including penalties, state and federal regulations (cited below) regarding proper use of these devices, by my agency, to access SBI/FBI data.
	

	
	
	PRINT NAME (AGENCY HEAD, TITLE)

	
	PRINTED NAME REPLACES SIGNATURE IF SUBMITTED ELECTRONICALLY.


	AUTHORITY

Title 28, United States Code 534 
FBI CJIS Security Policy, version 5.3 
NCIC 2000 Manual: Originating Agency Identifier (ORI) File, Introduction, 1.1 - 1.8
North Carolina Administrative Code:  12 NCAC04H.0201 
North Carolina Administrative Code: Title 12, Chapter 4, Subchapters H, I, & J

	SBI USE ONLY

	REC’D
	
	REV’D
	
	SBI APPROVED
	
	RTN’D AGENCY
	

	DATE:
	
	DATE:
	
	DATE:
	
	DATE:
	

	BY:
	
	BY:
	
	BY:
	
	BY:
	


	PART II

	1.
	COMPLETE APPROPRIATE OPTIONS BELOW. ADD LINES TO ACCOUNT FOR ALL REQUESTS.

	2.
	QUESTIONS/RETURN FORM TO:   BISL@NCSBI.GOV


	A.  OMNIXX IN-HOUSE ORI/TID


	

	FOR DESKTOP SECURE PCs ONLY
	  
	   SBI USE ONLY

	#
	PHYSICAL LOCATION

(COMPLETE STREET ADDRESS, BLDG, ROOM #, CITY, ETC.)
	
	ORI/TID ASSIGNED
	Y/N

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	


	B.   MOBILE DATA TERMINALS       COMPLETE PART III

	

	USING YOUR AGENCY’S MESSAGE SWITCH
	  
	   SBI USE ONLY

	#
	
	
	ORI/TID ASSIGNED
	Y/N

	
	VEHICLE OR LATOP IDENTIFICATION #

(TAG, VIN, Laptop Serial #, OR OTHER UNIQUE IDENTIFIER) 
	
	
	

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	

	METHOD OF WIRELESS CONNECTIVITY:
	
	

	
	(Examples: Radio Modem, CDMA, Air Card etc.)
	


	C.   CAD TERMINALS

.
	

	
	  
	   SBI USE ONLY

	#
	PHYSICAL LOCATION

(COMPLETE STREET ADDRESS, BLDG, RM #, CITY, ETC.)
	
	ORI/TID ASSIGNED
	Y/N

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	

	SPECIFIC USE IF OTHER THAN CAD:
	
	


	D.   APPLICATION TO APPLICATION INTERFACE

SERVER FOR VENDOR WRITTEN SOFTWARE 
TO CONNECT MOBILE/CAD TO SBI
	

	PHYSICAL LOCATION OF MESSAGE SWITCH/SERVER
(COMPLETE STREET ADDRESS, BLDG, RM #, CITY, ETC.)
	     
	SBI USE ONLY

	A.
	
	
	INTERFACE ASSIGNED
	Y/N

	B.
	VENDOR NAME:
	
	
	
	

	C.
	DATE OF CONNECTIVITY:
	
	
	
	

	D.
	EASY VPN HARDWARE:
	
	
	
	


	PART III


	Wireless Implementation Requirements

	Agencies using mobile devices, including Mobile Data Terminals (MDTs) with wireless internet cards (“air cards”)            to connect back to a mobile data server, and all handheld devices including Personal Digital Assistants (PDAs),   Personal Electronic Devices (PEDs), cellular telephones, smart phones and other multifunction handheld devices,      must meet the following requirements.

Agencies should review the specific requirements for each item below as outlined in the FBI CJIS Security Policy. 

A copy of the latest version is available through LEO and in Omnixx Links, IT Assistance.


	1.
	As agency head, I certify the following: 
	

	
	
	PRINT NAME (AGENCY HEAD, TITLE)

	
	PRINTED NAME REPLACES SIGNATURE IF SUBMITTED ELECTRONICALLY.


Double Click Box to Mark, Then Change Default Value to Checked for either Yes or No
	2.
	All data traffic from the mobile device to the mobile data server is encrypted                to at least 128 bits.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	3.
	Encryption software is certified as compliant to the FIPS 140-2 standard.
http://csrc.nist.gov/cryptval/140-1/1401val.htm
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	4.
	A personal firewall is installed and running at all times, filtering both incoming and outgoing TCP/IP traffic.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	5.
	Advanced Authentication is being used, as defined in the FBI CJIS Security Policy.                                    

Examples: VPN, biometric devices, PKI, smart cards, electronic token devices.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	
	LIST YOUR Authentication Method:
	
	
	
	
	
	

	6.
	The mobile data device is kept in a secure environment. I understand the FBI CJIS Security Policy defines a law enforcement vehicle as a secure environment. If a device is removed from the vehicle, the device must utilize a PIN (Personal Identification Number).
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	7.
	The operating system of the mobile data device is kept current with security patches. Updates are installed automatically or at regular scheduled intervals manually.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	8.
	Anti-virus software is running at all times. Virus signatures are updated when released by our agency’s anti-virus software provider.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	9.
	Our agency has met the requirements outlined in the FBI CJIS Security Policy.

REVIEW: 5.5, Access Control; 5.6, Identification and Authentication; 5.9, Physical Protection; 5.10, System & Communications Protection/Information Integrity to fully understand all requirements.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	10.
	I understand that SBIJ/ITD and the SBI do not provide technical support if a problem exists with vendor software or applications.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	11.
	I understand that required DCIN access fees are statutorily regulated through 
NCGS 114-10.1(d) and apply to my agency.
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO

	

	Some high speed wireless providers have a restricted service for law enforcement which allows the mobile data service devices sub-network to be segmented away from the public Internet service the company provides. Agencies should consider this option.


	FEES:
	Fees are statutorily regulated under NCGS 114-10.1(d)   

Mobile Data Terminals (MDTs) = $ 12.00 / each
CAD/Omnixx = $ 25.00 / each

	CAD:
	Computer Aided Dispatch

	CJIN MOBILE DATA TERMINALS:
	Use CJIN software and CJIN message switch located in Raleigh.

	NON-CJIN MOBILE DATA TERMINALS:
	Use your vendor’s software and a message switch/server at your agency or a combined agency switch/server other than CJIN.

	EASY VPN HARDWARE:
	Setting up a new Application to Application interface will require a Cisco communications device capable of Easy VPN such as a Cisco PIX 501, a Cisco 3002 or a Cisco ASA 5505.


	PART IV
	Billing Requirements

	Billing Questions: 

SBI - Financial Services

(919) 582-8552
	Complete Only if NO current existing DCIN/NCIC access is needed


Billing to agencies for DCIN Fees can be either monthly, quarterly, semi-annually, or annually.  Please complete the required information below for your agency’s billing requirements: 
	1.
	Point of Contact for Billing:
	

	2.
	Address for billing of DCIN Invoices:

                            Address 1:
	

	
	Address 2:
	

	
	City:
	

	
	State & Zip Code:
	

	3.
	Billing Email Address for DCIN Invoices:
	

	4.
	Receive Invoices by Email:
	 FORMCHECKBOX 
  YES       FORMCHECKBOX 
   NO    Double Click Box to Mark, Then Change Default Value to Checked for either Yes or No


	5.
	Billing Cycle:
	Monthly   FORMCHECKBOX 
         Quarterly  FORMCHECKBOX 
        Semi-Annual  FORMCHECKBOX 
           Annual  FORMCHECKBOX 
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